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Public safety user equipment (PS UE) that establishes a first
wireless communication channel over a primary network to at
least one multimedia multicast or broadcast service manage-
ment entity and establishes one or more alternative wireless
communication channels over one or more alternative net-
works (310). The public safety user equipment receives at
least one multimedia multicast or broadcast service message
over the first wireless communication channel (320). Then,
the PS UE extracts data contained in the multimedia multicast
or broadcast service message and storing the data in a local
cache (330). The PS UE receives a cache request from the one
or more user equipment over one or more alternative wireless
communication channels (340) and then the PS UE transmits
the stored data to the one or more PS user equipment (350).
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1
METHOD AND APPARATUS FOR
PROPAGATING PUBLIC SAFETY
MULTICAST AND BROADCAST SERVICES
AMONG PUBLIC SAFETY PERSONNEL

CROSS-REFERENCE TO RELATED
APPLICATION

The present application is a divisional application of, and
claims priority to, U.S. patent application Ser. No. 13/794,
967, filed in the United States Patent Office on Mar. 12, 2013,
the entire contents of which are incorporated herein by refer-
ence.

FIELD OF THE DISCLOSURE

The example and non-limiting embodiments of this inven-
tion relate generally to wireless communication systems,
methods, devices and specially programmed computer
devices and tangible storage media, and, more specifically,
relate to propagating public safety multicast and broadcast
services among wireless communication devices distributed
in one or more wireless communication systems.

BACKGROUND

Advanced mobile broadband services are now available to
public safety personnel by way of private and public safety
(PS) long term evolution (LTE) networks and L'TE enabled
user equipment (UE). For example, the Third Generation
Partnership Project (3GPP) introduced multimedia broad-
cast/multicast services (MBMS) as part of LTE in Release 9
and has continued to support this functionality in subsequent
releases, such as Release 10 (LTE-Advanced). It is contem-
plated that future releases of LTE also will support this func-
tionality (LTE-Beyond). Moreover, MBMS is positioned to
be an important component of the nationwide public safety
broadband network being created in the United States called
FirstNet Nationwide Network. MBMS is a point-to-multi-
point interface which is capable of delivering multicast and
broadcast services within a specific cell, or across multiple
cells, by way of a single-frequency network configuration.
MBMS does not provide content services by itself, but
instead various applications can use MBMS’ bearer capabili-
ties to create user services.

According to 3GPP TS 22.246, there are four types of
MBMS user services available to enable public safety appli-
cations; streaming services, file download services, carousel
services and television services. The first MBMS user ser-
vice, streaming services provides a continuous data flow pro-
viding a stream of continuous media (e.g., audio and video)
which the specification defines as a basic MBMS user service.
In addition, supplementary information of text and/or still
images (static media) can be delivered along with an audio/
video stream. For example, supplementary information such
as a uniform resource locator can be included in the text or
embedded in a still image, thereby allowing the user to
optionally access the content over the Internet. Another
example of supplementary information provided in streaming
services is the use of static still images as banner images that
advertise some product or service. In either example, the
static media needs to be synchronized and displayed with the
audio/video streams.

The second user service enabled by MBMS, file download
services includes delivering binary data (e.g., file data) over
an MBMS bearer. Such a user service enables a MBMS-
enabled user equipment to activate an appropriate application
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in response to receiving the delivered binary data. File down-
load services are required to be reliable, such that the user
equipment must receive all the sent data in the proper order to
experience this user service.

The third MBMS user service is carousel service which
combines aspects of both streaming and file download ser-
vices as described above. Similar to the streaming service,
this service includes time synchronization. However, the tar-
get media of this service is only static media (e.g., text and/or
still images). Time synchronization with other media also is
required. For example, text objects are delivered and updated
from time to time. Still images also may be collated to display
low frame-rate video. Like the file download service, this user
service also provides reliability however, typically 100% reli-
ability is not always necessary. One ofthe benefits of carousel
services is that it is can be provided over a low bit-rate bearer.

A fourth MBMS user service is television service consist-
ing of synchronized streaming audio and visual components.
Ideally, given LTE bandwidth constraints, television service
will support short-duration broadcast streams, such as short
television network headline news briefings.

It is envisioned that providing MBMS user service to pri-
vate or public safety LTE networks such as FirstNet can
enhance various public safety broadcast alerts such as: an
America’s missing broadcasting emergency response (AM-
BER) alert, a child abduction emergency (CAE) alert, a child
is missing (ACIM) alert, and a Silver Alert (e.g., public noti-
fication of missing seniors, typically with Alzheimer’s Dis-
ease, dementia, or other mental disabilities). Other public
safety applications which can be enhanced by MBMS user
service include providing real-time or near real-time data
pertaining to various law enforcement search and investiga-
tory activities. For example, a be-on-the-lookout (BOLO)
broadcast could be enhanced to provide up-to-the-minute
information to let all public safety personnel have the same
operational view, whether they are on opposite sides of a
building, or on the other side of town, in another county, or
across state lines. In other words, providing public safety
personnel with the same street-level data could result in the
more expeditious apprehension of criminals. It also could
help avoid the possible waste of law enforcement resources in
the event that the individual(s) subject to the BOLO are
already in custody.

Although it is envisioned that private and public safety (PS)
LTE coverage will envelope most major metropolitan areas in
world (as well as most major cities in the United States by way
of FirstNet), it may not become ubiquitous. As such, not all
LTE-enabled UE will maintain continuous private or PS LTE
coverage (e.g., the user equipment may be operating in an out
of'service area, or the user equipment may be turned off at the
end of the public safety employee’s shift). Moreover, some
public safety personnel may not have broadband devices that
support MBMS. In other words, conventional broadband
routing algorithms will not be sufficient to provide public
safety personnel that missed a MBMS service broadcast with
the relevant missed MBMS information. As such, up-to-the-
minute information will not optionally be propagated to all
public safety personnel by way of MBMS user services.

Accordingly, there is a need for an efficient method, appa-
ratus and computer programs to that propagate public safety
MBMS broadcast alerts and MBMS real-time, or near real-
time, data pertaining to law enforcement search and investi-
gatory activities to all public safety personnel regardless of
whether the user missed the initial broadcast or whether the
broadband public safety device is not MBMS capable.

BRIEF DESCRIPTION OF THE FIGURES

The accompanying figures, where like reference numerals
refer to identical or functionally similar elements throughout
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the separate views, together with the detailed description
below, are incorporated in and form part of the specification,
and serve to further illustrate embodiments of concepts that
include the claimed invention, and explain various principles
and advantages of those embodiments.

FIG. 1 is an illustration of several non-limiting example
scenarios of a public safety long term evolution (PS LTE)
network in accordance with some example embodiments;

FIG. 2 is a simplified block diagram of public safety user
equipment in accordance with some example embodiments.

FIG. 3 is a simplified block diagram of a public safety
multimedia broadcast multicast services entity in accordance
with some example embodiments;

FIG. 4 is a continuation of the block diagram of FIG. 3
depicting a public safety multimedia broadcast multicast ser-
vices entity in accordance with some example embodiments;
and

FIG. 5 is a logical flow diagram that illustrates and
describes a method of propagating a multimedia broadcast
multicast services message among public safety user equip-
ment in accordance with example embodiments of the present
invention.

FIG. 6 is a logic flow diagram that illustrates and describes
amethod of operation of a public safety multimedia broadcast
multicast services entity in accordance with example embodi-
ments of the present invention.

Skilled artisans will appreciate that elements in the figures
are illustrated for simplicity and clarity and have not neces-
sarily been drawn to scale. For example, the dimensions of
some of the elements in the figures may be exaggerated rela-
tive to other elements to help to improve understanding of
embodiments of the present invention.

The apparatus and method components have been repre-
sented where appropriate by conventional symbols in the
drawings, showing only those specific details that are perti-
nent to understanding the embodiments of the apparatus and
methods described herein so as not to obscure the disclosure
with details that will be readily apparent to those of ordinary
skill in the art having the benefit of the description herein.

DETAILED DESCRIPTION

FIG. 1 is an illustration of several non-limiting example
scenarios of a public safety long term evolution (PS LTE)
network 1 in accordance with some example embodiments of
the present invention. That is, as shown in FIG. 1 the PS LTE
network 1 is adapted for propagating public safety (PS) mul-
timedia broadcast/multicast services (MBMS) over one or
more multimedia broadcast single frequency network (MB-
SFN) areas to a plurality of public safety user equipment
located with each PS LTE cell. In each of the scenarios
described below (and shown in FIG. 1), the data contained in
PS MBMS is further propagated by way of various distributed
caches to public safety user equipment that were unable to
receive the PS MBMS (e.g., the user equipment may be
operating in an out of service area, or the PS user equipment
may be turned off at the end of the public safety employee’s
shift or the user equipment is not MBMS capable). The dis-
tributed caches are located within public safety user equip-
ment that received the original data contained in public safety
MBMS and extracted that data and stored that data in each PS
UE' respective cache buffers. In one example embodiment,
each PS user equipment can be designated as an intermediate
cache, peer cache or end point cache. Each PS UE designated
as an intermediate or peer cache transmits the stored data
(e.g., data contained in public safety MBMS) over one or
more alternative networks to the PS UEs. In some embodi-
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4
ments the PS UEs are those that were unable to receive the PS
MBMS directly. In other embodiments, the PS UEs may be
configured to seek out connections over the alternative net-
works to local caches to obtain the PS MBMS data, and then,
if no such local caches are available, to try to obtain the PS
MBMB data over the primary network.

Example embodiments allow an operator of a PS LTE
network to configure data transmissions in one of three broad-
cast modes: unicast, broadcast or multicast. Unicast transmis-
sions are bidirectional point-to-point transmissions between
the network and each PS UE in the network. In unicast mode
the core network provides a dedicated connection to each PS
UE, and the same content is transmitted multiple times (e.g.,
separately to each individual user equipment). Also, in broad-
cast mode transmissions are downlink-only point-to-multi-
point connection from the core network to multiple user
equipment. In broadcast mode transmissions content is trans-
mitted once to all user equipment in a predetermined area.
Some non-limiting examples of a predetermined area can be
a geographical area, specific cells, sectors of a cell, or specific
types of evolved Node B (eNB) (e.g., macro, femto, or pico
eNBs, remote radio heads or relays). Each PS UE is free to
choose whether or not to receive the MBMS. Transmissions
configured for multicast mode are also downlink-only point-
to-multipoint connection from the network, but are transmit-
ted to a managed group of user equipment. Also, in multicast
transmissions content is transmitted once to the whole group
and only users belonging to the managed user group can
receive the MBMS. As can be readily understood by those
skilled in the art, the multicast or broadcast content may be
transmitted more than once in order to achieve reliability of
transmissions.

In FIG. 1, public safety LTE cell #0 (12) and LTE cell #1
(22) can be configured, for example, to belong to the same
MBMS service area as known in the art. As such, eNB #0 (12)
and eNB #1 (22) are synchronized to perform MBSFN trans-
missions. Accordingly, LTE cell #0 and LTE cell #1 are
adapted to provide an MBSFN synchronization area 90 where
each cell can participate in one or more of the 255 possible
MBSFN areas designated by a public safety network opera-
tor. It should be noted that F1G. 1 shows only two PS LTE cells
and two eNBs for simplicity in describing the present inven-
tion. Example embodiments may include multiple PS LTE
cells populated with multiple eNBs of varying types (e.g.,
macro, femto, or pico eNBs, remote radio heads or relays and
the like).

Also shown in FIG. 1 is a public safety MBMS manage-
ment entity 50 that is adapted to issue MBMS public safety
alerts and transmit MBMS real-time or near real-time data
pertaining to law enforcement search and investigatory activi-
ties to public safety personnel in the PS LTE network. In one
embodiment, the PS MBMS ME 50 is coupled to a broadcast/
multicast service center (BM-SC) 80 adapted to provide an
interface between an external content provider (such as a PS
MBMS management entity 50 and the EPC 60). The BM-SC
80 is further coupled to a MBMS gateway (GW) 64, which is
adapted to control signaling and traffic. In another embodi-
ment, the PS MBMS management entity (ME) 50 function-
ality resides in the BM-SC 80. In yet another example
embodiment of the present invention, the PS MBMS man-
agement entity (ME) 50 is located within the core network
(CN) as a logical function of the evolved packet core (EPC)
60 in the non-access stratum. The MBMS GW 64, together
with mobility management entities (MME) 66, is adapted to
distribute session control signaling to eNB #0 (12) and eNB
#1 (22). The MME 66 is further coupled to a multi-cell coor-



US 9,344,872 B2

5

dination entity (MCE) 68 which is further coupled to each
eNB #0 (12) and eNB #1 (22) by way of a control plane
interface.

In an alternative embodiment, the PS MBMS ME 50 is
remotely located and, as such, is external to the core network
and EPS. For example, the PS MBMS management entity 50
could be accessible over the Internet by way of the internet
protocol (IP) multimedia subsystem (IMS) (not shown). The
PS MBMS management entity 50 includes MBMS data and is
adapted for distributing that MBMS data among a hierarchy
ofremote caches in the PS LTE network as described in more
detail below.

FIG. 1 also shows several public safety user equipment (PS
UE) dispersed over the PS LTE network 1. Moreover, as
shown in FIG. 1, some of the PS UEs are not within the
coverage area of public safety LTE cell #0 (12) and LTE cell
#1 (22) but instead are accessible over alternative broadband
capable networks. For example, PS LIE #0 (14) is located
within the coverage area of PS LIE cell #0 (12) and, as such,
can receive and store in its local cache buffer 14¢ data
extracted from one or more MBMS messages from the PS
MBMS ME 50 by way of eNB #0 (12). Similarly, PS UE #1
(24) is located within the coverage area of PS LTE cell #1 (22)
and, as such, can receive and store in its local cache buffer 24¢
data extracted from one or more MBMS messages from the
PS MBMS ME 50 by way of eNB #1 (22). That is possible
because both PS UE #0 (14) and PS UE #1 (24) are partici-
pants in a MBSFN areas 90. However, if either PS UE #0 (14)
or PS UE #1 (24) power down during a MBMS transmission
(e.g., at the end of public safety personnel shift) they might
not receive the MBMS data if they are powered back on in an
area outside of the PS LTE network. PS UE #0 (14) and PSUE
#1 (24) can be a laptop computer, a netbook, a tablet com-
puter, or a device configured to communicate with a land
mobile radio system (LMRS), a public land mobile radio, a
private land mobile radio system, a first responders network
authority (FirstNet) nationwide network (FNN), an enhanced
data rates for Global System for Mobile Communication
(GSM) Evolution (EDGE) Radio Access Network (GERAN),
a Universal Terrestrial Radio Access Networks (UTRAN)
and/or an Evolved Universal Terrestrial Radio Access (E-UT-
RAN) as defined by the long term evolution (LTE), LTE-
advance (LTE-A) and subsequently defined in subsequent
releases such as LTE-beyond (LTE-B) or a mobile satellite
services (MSS) ancillary terrestrial component (ATC) net-
work.

In one possible scenario shown in FIG. 1, public safety
personnel (such as a police officer) might take the public
safety user equipment to a residence, which could be located
outside of the PS LTE network coverage area. As shown in
FIG. 1, in accordance with this scenario PS UE #2 (26) was
taken to Sergeant John O’Malley’s residence 26/ one evening
at the end of'his shift. As can be seenin FIG. 1, PS UE #2 (26)
is located outside of the PS LTE network coverage area (e.g.,
outside the coverage of PS LTE cell #0 (10) or cell #1 (20)).
The next morning, after powering up PS UE #2 (26) at Sargent
O’Malley’s residence 26/, the user equipment does not
receive any MBMS transmission from a PS LTE network
because (as mentioned earlier) O’Malley’s home is not within
the PS LTE network. Over the course of the evening, unbe-
knownst to Sergeant O’Malley, an unsolved criminal act
occurred, resulting in the issuance of a be-on-the-lookout
(BOLO) report. In addition, a missing person’s alert was
issued in an unrelated matter (e.g., an AMBER alert, CIM
alert, Silver Alert or the like).

Sergeant O’Malley’s neighbor is a fireman named Frank
Fitzgerald, who happens to be returning to his home 28/ from
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his overnight shift at the firchouse at the same time that
Sargent O’Malley is leaving for work the next morning. Fire-
man Fitzgerald also takes home his public safety user equip-
ment PS UE #3 (28). While fireman Frank was at work and
within the coverage area of the PS LTE network, PS UE #3
(28) received a MBMS message containing the BOLO report
and the missing person alert issued over the evening. The
BOLO data and missing person alert message are stored in a
peer cache buffer 28¢ in PS UE #3 (28).

Both Sergeant O’Malley’s and fireman Frank Fitzgerald’s
homes (26/ and 28/) have wifi access (by way of access point
70) to the Internet 72. In accordance with example embodi-
ments of the present invention, PS UE #3 (28) is able to
transmit the MBMS messages stored in peer cache buffer 28¢
(e.g., containing the BOLO data and missing person alert
data) over the alternative network (i.e., the WiFi network) to
PS UE #2 (26) to end-point cache buffer 26¢. In another
embodiment, both PS UE #2 (26) and PS UE #3 (28) are
Bluetooth capable or Zigbee capable devices (not shown) and
are adapted to form a personal area network to communicate
among devices in a device-to-device communication trans-
mitting the MBMS data. In one another embodiment, both PS
UE #2 (26) and PS UE #3 (28) are WLAN mesh-enabled or
peer-to-peer ad hoc networking-enabled devices (not shown)
and are adapted to communicate directly among devices in a
device-to-device communication transmitting the MBMS
data.

In a second example scenario shown in FIG. 1, a public
safety employee is outside the reception range of a PS LTE
network, but within range of a worldwide interoperability for
microwave access (WiMAX) network or CDMA2000 net-
work 30 supporting evolution-data optimized or evolution-
dataonly (EVDO). For example, PS UE #0 (14) and PS UE #4
(36) are accessible to a WiMax or EVDO access point 32. In
such a scenario, a PS UE #4 (36) can obtain missed MBMS
data from peer cache butfer 14¢ from PS UE #0 (14) and store
the data in its local cache, end-point cache buffer 36¢. That is,
PS UE #0 (14) received the initial MBMS data from MBMS
ME 50, stored the data in its cache and subsequently trans-
mitted that data over an alternative network (WiMAX or
CDMA2000) to PS UE #4 (36) end-point cache buffer 36¢ in
accordance with example embodiments of the present inven-
tion.

In the third example scenario shown in FIG. 1 a public
safety employee with user equipment UE #5 (46) is outside
the reception range of a PS LTE network, but within range of
a vehicle area network (VANET) 40. As shown in FIG. 1,
according to this scenario, a police vehicle 42a (or other
public safety vehicle such as ambulance, fire truck or the like)
is equipped with a PS LTE modem 4254. PS LTE modem 425
is also a type of PS user equipment. Some non-limiting
examples of a PS LTE modem are for example a Motorola
VML700 LTE vehicle modem or a UM1000 LTE USM
modem and the like. Alternatively, a PS LTE modem 424 can
be integrated in a laptop computer, a netbook, a tablet com-
puter or a device configured to communicate with a land
mobile radio system (LMRS), a public land mobile radio, a
private land mobile radio system, a first responders network
authority (FirstNet) nationwide network (FNN), an enhanced
data rates for Global System for Mobile Communication
(GSM) Evolution (EDGE) Radio Access Network (GERAN),
a Universal Terrestrial Radio Access Network (UTRAN) and/
or an Evolved Universal Terrestrial Radio Access (E-UT-
RAN) as defined by the long term evolution (LTE), LTE-
advance (LTE-A) and subsequently defined in subsequent
releases, such as LTE-beyond (LTE-B). The PS LTE modem
425 also includes one or more intermediate buffer memories
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42¢ adapted for storing one or more MBMS messages
received from MBMS ME 50. VANET 40 can be enabled by
an alternate wireless network such as a Wifi local area net-
work (WLAN), a peer-to-peer ad hoc network, a mesh net-
work, worldwide interoperability for microwave access net-
work, a mobile satellite services (MSS) ancillary terrestrial
component (ATC) network, an evolution-data optimized net-
work, evolution-data only network, a Zigbee personal area
network, a Bluetooth personal area network, a land mobile
radio system, a first responders network authority nationwide
network as defined by a First Responders Network Authority
and a National Telecommunications and Information Admin-
istration, a global system for wireless communication net-
work, an enhanced data rates for global system for wireless
communication network, a universal terrestrial radio access
network, or an evolved universal terrestrial radio access net-
work as defined by a long term evolution (LTE), a LTE-
advanced and/or LTE beyond specification including pico-
clls, microcells and femtocells. In any of the above cases, the
vehicle would be equipped with the appropriate networking
equipment to support the alternative network, such as an
access point or a base station or a wireless peer node. In one
or more embodiments, police vehicle 42a, PS LTE modem
425, intermediate cache buffer 42¢ and the networking equip-
ment for the alternative wireless network can collectively be
described as a system on wheels (SOW) or cell on wheels
(COW), a VANET access point (AP) or similar first
responder/disaster response deployable mobile vehicle, plat-
form or system. In some embodiments, the networking equip-
ment for the alternative wireless network is incorporated in
the entity with the LTE modem 425 such as an access point
and an LTE modem bundled into one device. In yet another
embodiment (not shown), the networking equipment for the
alternative wireless network exists as a separate entity in
police vehicle 42a or SOW/COW vehicle, platform or sys-
tem. In some embodiments (not shown), police vehicle 42a
could be an air-borne entity such as a helicopter, balloon,
drone and the like or a water-borne entity such as a boat, ship,
submarine or a robotic entity such as those used for explor-
atory purposes, rescue missions and the like.

Also shown within range of VANET 40 and PS LTE
modem 426 is PS UE #5 (46), which happens to be a public
safety user equipment which does not support receiving
MBMS data, such as, for example, a Motorola LEX 700. In
this scenario, PS UE #5 (46) is adapted to receive MBMS data
from intermediate cache buffer 42¢ by way of an alternative
network (e.g., VANET 40) and storing the data in end-point
cache buffer 46¢ in accordance with example embodiments.
In this embodiment, the intermediate cache buffer 42¢ is
populated by the MBMS transmissions received over the LTE
modem 425b. In another example embodiment, both interme-
diate cache buffer 42¢ and PS UE #5 (46) communicate with
each other over a land mobile radio (LMR) network or
another wireless alternate network (not shown). In another
embodiment (not shown), PS UE #5 (46) could be a public
safety user equipment which does not support receiving
MBMS data, such as, for example, a Motorola LEX 700. In
such a case, even if the PS UE #5 (46) were within the
reception range of MBMS transmissions over a PS LTE net-
work, the PS UE #5 46 would be adapted to receive MBMS
data from intermediate cache 42¢ by way of an alternative
network (e.g., VANET 40). Furthermore, in some embodi-
ments of the present invention (not shown), ifa PS UE #5 (46)
that does support receiving MBMS data and is within the
reception range of MBMS transmissions over a PS LTE net-
work, receives the direct MBMS transmissions with poor
quality such as due to poor radio channel conditions, then this
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PS UE #5 46 would again be adapted to receive MBMS data
from the intermediate cache buffer 42¢ by way of an alterna-
tive network (e.g., VANET 40).

Referring now to FIG. 2, a simplified block diagram of
public safety user equipment (UE) 100 is shown in accor-
dance with some example embodiments. PS UE 100 includes
one or more processing devices, such as at least one digital
signal processor (DSP) 110. DSP 110 can be a microcontrol-
ler, microprocessor or field programmable gate array or the
like. Moreover, PS UE 100 includes one or more cache buff-
ers such as local cache buffer 150. In accordance with
example embodiments of the present invention, all the ele-
ments of FIG. 2 or only a subset of the elements may be
present in a given embodiment. Further, the local cache buffer
150 can be characterized or designated as an intermediate
cache buffer, a peer cache buffer or an end-point cache as
described above in conjunction with FIG. 1 and described in
more detail below.

Also included is at least one computer-readable memory
140 tangibly embodying a program of instructions executable
by PS UE 100. As will be appreciated by one skilled in the art,
aspects of the present disclosure may be embodied as an
apparatus that incorporates some software components.
Accordingly, some embodiments of the present disclosure, or
portions thereof, may combine one or more hardware com-
ponents such as microprocessors, microcontrollers, or digital
sequential logic, etc., such as processor with one or more
software components (e.g., program code, firmware, resident
software, micro-code, etc.) stored in a tangible computer-
readable memory device such as a tangible computer memory
device, that in combination form a specifically configured
apparatus that performs the functions as described herein.
These combinations that form specially-programmed devices
may be generally referred to herein “modules”. The software
component portions of the modules may be written in any
computer language and may be a portion of a monolithic code
base, or may be developed in more discrete code portions
such as is typical in object-oriented computer languages. In
addition, the modules may be distributed across a plurality of
computer platforms, servers, terminals, mobile devices and
the like. A given module may even be implemented such that
the described functions are performed by separate processors
and/or computing hardware platforms.

For example, computer-readable memory 140 stores a plu-
rality of computer programs such as a program for periodi-
cally transmitting a location and the broadband network con-
nectivity of PS UE 100 to one or more MBMS ME 142-1. In
one example embodiment, the MBMS ME can obtain PS UE
100 location from one or more mobility management entities
within the PS LTE. In another example embodiment, the
broadband network connectivity information includes the
type of broadband network (e.g., wifi, WIMAX, CDMA2000,
VANET, Bluetooth, Zigbee and the like) and PS UE 100 IP
address and other relevant connectivity information such
TCP/IP network configuration values, dynamic host configu-
ration protocol values and domain name system setting and
the like required for attachment to each respective broadband
network.

Another program stored in computer-readable memory
140, that when executed, creates a module for receiving one
or more MBMS messages 142-2 which in one example
embodiment is based upon a MBMS identification number
(e.g., 0-255) with respect to one or more multimedia broad-
cast single frequency network areas accorded to the evolved
Node B upon which PS UE 100 is camped. In one example
embodiment, PS UE 100 sends a cache received acknowledg-
ment message 142-3 back to the MBMS ME. The cache
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received acknowledgement message can be used by the PS
UE 100 to acknowledge the receipt and caching of MBMS
data. In yet another embodiment, MBMS ME can transmit a
cache designation message 142-4 back to PS UE 100, assign-
ing that device’s local cache as an intermediate or peer cache
buffer or an end-point cache buffer. Furthermore, in one or
more embodiments, the absence of the cache designation
message from the MBMS ME will cause PS UE 100 to revert
to a preconfigured default behavior such as functioning as an
end-point cache buffer. In yet another example embodiment
the PS UE 100 will revert to a preconfigured default behavior
upon the elapse of a predetermined amount of time or upon
entering or entering a predetermined geographic location.
Cache designation may be based on a variety of factors such
as user intervention, type of alert system, type of PS UE
device (example, an LTE modem in a vehicle or SOW/COW
vehicle, platform or system is always designated as an inter-
mediate cache), amount of battery life left in the PS UE device
(example, a device which is low on battery life reverts back to
being an end-point cache or may further revert back to not
caching any data at all), relative location of the device (ex-
ample, a device which is centrally located {either geographi-
cally or as a central node in a network, wherein the said node
serves several other edge nodes in a network} is automatically
designated as an intermediate or peer cache) etc. In another
embodiment, the cache designation can be pre-configured
without the aid of the MBMS ME and based on aforemen-
tioned variety of factors.

Yet another program stored in computer-readable memory
140, that when executed, creates a module 142-5 for extract-
ing data contained in one or more MBMS messages and
storing it in the cache buffer 150 for the user to consume this
data as needed. Furthermore, if the cache buffer 150 is des-
ignated to be a peer or intermediate cache, 142-5 is respon-
sible for transmitting that data to one or more proximately
located user equipment upon a request from that device 142-
5. That is, as described above in one or more scenarios where
the proximately located PS UE missed an MBMS message
due to the device operating outside the reception range of the
PS LTE network or due to the fact that the proximately located
UE does not have MBMS capabilities. In addition to on-
demand transmission of the MBMS data or data in cache 150,
some intermediate caches may be configured to periodically
either broadcast or multicast over a pre-configured multicast
address on the alternative network. In some embodiments, the
configuration of caches to further propagate the MBMS mes-
sages on alternative network is done on-the-fly by the MBMS
ME as part of the cache designation. In other embodiments,
some caches may be pre-configured or manually configured
to do so based on a variety of factors, such as location of the
user equipment with the intermediate cache (a centrally
located user equipment is more likely to reach a larger num-
ber of user equipments with such propagation), user equip-
ment density surround the said user equipment with the inter-
mediate cache (a larger number of target user entities can be
reached by the said propagation), battery life of the user
equipment with the intermediate cache (a user equipment
with a reliable power source may last longer despite the
battery drain due to propagation), type of public safety alert
message (a high emergency situation may require a higher
degree of said propagation to reach a larger audience in a
timely fashion than a low priority situation) and so on. Fur-
thermore, the periodicity of the said propagation on the alter-
native network and the group identifier for such messages are
also configurable parameters, either of which can be config-
ured on-the-fly by the MBMS ME or manually or set to
pre-configured values.
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Another program stored in computer-readable memory
140 is a program, that when executed creates a module that
will cause the device to request data contained in one or more
MBMS messages from a trusted intermediate or peer cache
142-6. This module assures that PS UE 100 obtains the
MBMS in a scenario where the device is outside the reception
range of the PS LTE network but connected to an alternative
network.

Yet another program stored in computer-readable memory
140, that when executed creates a cache updating module
adapted for periodically updating the MBMS data or deleting
some or all of the data upon the request of the MBMS ME
142-7. In one example embodiment, a cache consistency
algorithm 142-8 is periodically run on the data stored in the
local cache based upon time-to-live (TTL) information
accorded to that data. As such, in this embodiment, PS UE
100 will request at a predetermined time TTL an updated
MBMS or data contained in the MBMS from the MBMS ME
or trusted cache by way of a unicast transmission. It should be
noted that although FIG. 2 discloses eight modules for use in
example embodiments, some embodiments may include
more or fewer modules.

Yet another module will show a message on a display 180
indicating, for example, that the data related to a missing
person or a BOLO message is a certain number of hours,
minutes or seconds old 142-9. In response to seeing this
message, a user can input a predetermined key on a keyboard
160, or input any other command by way of human interface
162 to request an update of the missing person or BOLO alert
from MBMS ME or a trusted cache. In alternate embodiments
of a user equipment, such as an LTE modem, the peripherals
shown here display 180, keyboard 160 or human interface
162 may be externally connected to the device.

PS UE 100 also includes, for example, at least one trans-
ceiver module 120 adapted for transmission and reception of
wireless signals by way of one or more internal or external
antennas, such as antenna 130. In one non-limiting example
embodiment, transceiver module 120 transmits and receives
signals over a long term evolution (LTE) network, or LTE-
advanced (LTE-A) network, or LTE-Beyond (LTE-B) net-
work, or on a FirstNet network on a first radio frequency
module (RFIC) 122 by way of antenna 132. In another non-
limiting example embodiment, transceiver module 120 trans-
mits and receives signals over a Global System for Mobile
Communication (GSM) network, or a GSM Evolution
(EDGE) Radio Access Network (GERAN), or a CDMA2000
network, or a land mobile radio system (LMRS) network, or
other public land mobile radio or private land mobile radio
system on a second RFIC124 over antenna 134. In another
non-limiting example embodiment, a transceiver module 120
transmits and receives signals over a WiF1i local area network
(WILAN), or a vehicle area network (VANET), or a WiIMAX
network on a third RFIC126 over antenna 136. In yet another
non-limiting example embodiment, a transceiver module 120
is adapted to transmit and receive wireless signals over a
Bluetooth™ personal area network or a Zigbee personal area
network on a fourth RFIC128N over antenna 138N. In
another non-limiting example embodiment, a transceiver
module 120 includes the means such as an additional RFIC
adapted to communicate with the Global Positioning System
(GPS) (not shown) for location determination. It should be
noted that although FIG. 2 discloses a transceiver module 120
including four RFIC some example embodiments may
optionally contain more or less RFICs as well as correspond-
ing antennas. In some example embodiments no external
antennas are employed by one or more RFICs as known by
those skilled in the art.
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PS UE 100 can be a cellular phone, a personal digital
assistant, a wireless modem, a wireless communication
device, a laptop computer, an LTE modem, a USB modem, a
netbook, a tablet computer, or a device configured to commu-
nicate with a land mobile radio system (LMRS), public land
mobile radio or private land mobile radio system, a first
responders network authority (FirstNet) nationwide network
(FNN), an enhanced data rates for Global System for Mobile
Communication (GSM) Evolution (EDGE) Radio Access
Network (GERAN), a Universal Terrestrial Radio Access
Networks (UTRAN) and/or an Evolved Universal Terrestrial
Radio Access (E-UTRAN) as defined by the long term evo-
Iution (LTE), LTE-advance (LTE-A) and as will be subse-
quently defined in future releases such as LTE-beyond (LTE-
B).

Referring now to FIGS. 3 and 4, a simplified block diagram
of public safety multimedia broadcast multicast services
management entity (PS MBMS ME) 200 is shown in accor-
dance with some example embodiments. PS MBMS ME 200
includes one or more processing devices, such as at least one
digital signal processor (DSP) 210. DSP 210 can be a micro-
controller, microprocessor or field programmable gate array
or the like.

Also included is a first computer-readable memory 220 for
storing a plurality of public safety alert messages 221. In one
example embodiment, the possible public safety alert mes-
sages 221 includes public safety broadcast alerts issued by a
public safety network operator such as: an America’s missing
broadcasting emergency response (AMBER) alert 221-1, a
child abduction emergency (CAE) alert 221-2, a child is
missing (ACIM) alert 221-3, and/or a Silver Alert (e.g., public
notification of missing seniors, typically with Alzheimer’s
Disease, dementia, or other mental disabilities) 221-4. Also
stored in computer-readable memory 220 are data pertaining
to public safety applications which provide real-time or near
real-time data pertaining to various law enforcement search
and investigatory activities. For example, a be-on-the-lookout
(BOLO) broadcast message 220-1 containing up-to-the-
minute information for all public safety personnel on various
persons of interest or criminals at large. Also included in first
computer memory is operational data 220-2 which could
include blueprints or satellite maps particular to a geographic
area providing the same operational view to all public safety
personnel whether they are on opposite sides of a building, or
on the other side of town, or in another county, or across state
lines. Also stored in the first computer-readable memory 220
is data from various public safety user equipment pertaining
to their location and broadband connectivity collected in
accordance with example embodiments of the present inven-
tion. This information may include the location information
such as GPS coordinates, cell identity (ID), or neighbor
reports which are a list of visible neighboring networks gen-
erated by the user equipment for example, based on scanning.
The connectivity information includes the various networks
that the user equipment is currently connected to or may be
able to access (as indicated by the neighbor reports). In an
embodiment not shown in FIG. 3, the MBMS ME need not
store alocal copy of one or more such information (i.e., public
safety alert messages, operational data, location and connec-
tivity information), instead, it has easy access to such infor-
mation that may be stored remotely.

A second computer-readable memory 222 could store a
local copy of plurality of private databases, such as parking
lot surveillance video data 222-1, apartment complex or
housing project surveillance video data 222-2, records per-
taining to vehicle impounds 222-3, various bank ATM video
data 222-4, as well as other reserved private data repositories
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222-5and 222-6. Databases as defined here could incorporate
structured data including text, audio, video, images etc. as
well as repositories of unstructured data including text, audio,
video, images etc. In an embodiment not shown in FIG. 3, the
MBMS ME need not store a local copy of one or more private
databases, instead, ithas easy access to such databases by way
of a dedicated secured wired or wireless connection to the
host repositories as such data may be stored remotely.

A third computer-readable memory 224 could store a local
copy of a plurality of public databases, such as police arrest
records 224-1, records pertaining to parking motor vehicle
summonses issued 224-2, vehicle tow records 224-3, traffic
and street surveillance video, as well as predator/aerial sur-
veillance video 224-4,911/211/311 phone call records 224-5,
and records pertaining to tollbooth and EZPASS records 224-
6. Databases as defined here could incorporate structured data
including text, audio, video, images etc. as well as reposito-
ries of unstructured data including text, audio, video, images
etc. In an embodiment not shown in FIG. 3, the MBMS ME
need not store a local copy of one or more private databases,
instead, it has easy access to such databases by way of a
dedicated secured wired or wireless connection to the host
repositories as such data may be stored remotely.

A fourth computer-readable memory 230 contains one or
more computer programs tangibly embodying a program of
instructions executable by PS ME 200. For example, the
fourth computer-readable memory 230 stores a plurality of
computer programs, that when executed create modules, such
as a module for creating at least one public safety alert or
operational data upon a request from a public safety operator
230-1, a module for packaging the public safety alert or
operational data in a multimedia broadcast or multicast mes-
sage 230-2, a module for receiving identification information
ofaplurality of public safety user equipment in a first wireless
communication network 230-3, a module for broadcasting or
multicasting multimedia broadcast or multicast message to
the plurality of public safety user equipment over the first
wireless communication network 230-4, and a module for
periodically receiving updated multimedia data such as text,
video, images, graphics, location coordinates, audio clips etc,
pertaining to the public safety alert, or operational data, and
mining that data to determine if the multimedia broadcast or
multicast message requires updating 230-5. In one example
embodiment the data mining operation includes a video
analysis function and a correlation function that utilize vari-
ous statistical methods and video recognition algorithms
known in the art. In one non-limiting illustrative example, a
BOLO alert for a known vehicle may be updated with loca-
tion information if the relevant vehicle is seen on a surveil-
lance video of a private parking lot, as identified by its license
plate and type and color of vehicle. In this example, the
correlation between the existing Public Safety alert
message & the surveillance video could be accomplished
using known video analytics techniques. In one example
embodiment, the correlation between an existing public
safety alert messages & various databases & repositories
could be done by a correlation engine functionality within the
data mining module that is centralized as shown in 230-5. In
an alternate example embodiment, this correlation engine
functionality could be distributed. In particular, each subset
of'the correlation engine would be responsible for correlating
the announcement with a smaller subset of databases &
repositories. In yet another embodiment, the data mining and
correlation function 230-5 may be remotely located.

Other possible programs stored in a fourth computer-read-
able memory 230, that when executed for a module, are: a
program for receiving user equipment location data and
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broadband connectivity data over the first wireless network
230-6, a program for transmitting to the user equipment a
local cache identifier designating each user equipment an
intermediate cache destination, a peer cache designation or an
end point cache designation 230-7, wherein an intermediate
cache designation or peer cache designation requires that the
user equipment respond to a public safety alert or operation
data request from a user equipment over an alternative net-
work and transmit relevant data stored its respective interme-
diate cache or peer cache, whereas an end-point cache is used
for content-consumption only at the user equipment without
any provisions for transmitting the data stored in the end-
point cache. The peer cache is also available for local content
consumption at the user equipment with provisions for trans-
mitting the data stored in the peer cache. Cache designation
may be based on a variety of factors such as user intervention,
type of alert system, type of PS UE device (example, an LTE
modem in a vehicle is always designated as an intermediate
cache), amount of battery life left in the PS UE device (ex-
ample, a device which is low on battery life reverts back to
being an end-point cache), relative location of the device
(example, a device which is centrally located is automatically
designated as an intermediate or peer cache) etc. Further-
more, the cache designation module 230-7 may also select
certain intermediate caches to further propagate the MBMS
messages on alternative networks periodically. In some
embodiments, the cache designation module 230-7 will addi-
tionally provide at least one of the cache propagation period-
icity and the group identifier for propagation messages on the
alternative networks. Another possible programs stored in
230, that when executed for a module, is a program for cre-
ating, or compiling, a trusted cache list containing a list of all
intermediate cache designated user equipment and all peer
cache designated PS user equipment) and periodically broad-
casting the trusted cache list to the plurality of public safety
user equipment. Yet another program stored in the fourth
computer-readable memory 230 is a program for determining
a closest trusted peer cache or a trusted intermediate cache
among the public safety user equipment on an alternative
broadband network 230-9. The determination of the closest
trusted peer or intermediate caches may be based on many
factors such as the location and connectivity information
220-3 of the user equipments with the peer cache & interme-
diate cache as well as the target user equipment (i.e., the user
equipment or which the information regarding the closest
intermediate or peer cache is being sought.). In an embodi-
ment not shown in FIG. 3, one or more functionality in 230
may be distributed over multiple nodes. It should be noted
that one or more example embodiments described herein may
include one or more of the modules shown in fourth com-
puter-readable memory 230.

PS MBMS ME 200 also includes a network interface 240
adapted for communicating with an evolved packet system
(EPS) in a long term evolution network. In one example
embodiment, PS MBMS ME 200 is coupled to a broadcast/
multicast service center (BM-SC) adapted to provide an inter-
face with an external content provider (such as direct connec-
tions to private and public data bases). In another
embodiment, the PS MBMS ME200 functionality resides in
the BM-SC. In yet another example embodiment of the
present invention, the PS MBMS ME is located within the
core network (CN).

Referring now to FTC. 5, a logical flow diagram 300 is
shown which illustrates and describes a method of propagat-
ing a multimedia broadcast multicast services message
among public safety user equipment in accordance with
example embodiments. As shown in FIG. 5, a public safety
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user equipment establishes a first wireless communication
channel over a primary network to at least one multimedia
multicast or broadcast service management entity and estab-
lishes one or more alternative wireless communication chan-
nels over one or more alternative networks (310). In one
example embodiment, the public safety user equipment
establishes one or more alternative wireless communication
channels with one or more access points over one or more
alternative networks. In one example embodiment the access
point is proximately located to one or more public safety user
equipment not connected to the first wireless communication
channel. In another example embodiment, the public safety
user equipment establishes a peer-to-peer connection with a
proximately-located public safety user equipment over a
peer-to-peer alternative ad hoc network or personal area net-
work. In one example embodiment the proximately-located
public safety user equipment is not connected to the first
wireless communication channel. In some examples, the
functionality of an access point could be collocated with the
said user equipment which has the first wireless connection to
one multimedia multicast or broadcast service management
entity. Subsequently, example embodiments of the method
and computer programs described herein provide that the
public safety user equipment receive at least one multimedia
multicast or broadcast service message over the first wireless
communication channel (320). Then, the PS UE extracts data
contained in the multimedia multicast or broadcast service
message and stores the data in a local cache (330). Next, the
PS UE receives a cache request from the one or more user
equipment over the one or more alternative wireless commu-
nication channels (340), and then transmits the stored data to
the one or more user equipment (350).

Some example embodiments also provide that the PS UE
transmits a cache received acknowledgment message to the
multimedia multicast or broadcast service management
entity. Another example embodiment also provides that the
PS UE: periodically transmit a location data and broadband
network connectivity data to the at least one multimedia mul-
ticast or broadcast service management entity, receive a cache
designation message assigning the local cache as an interme-
diate cache or a peer cache, or end point cache, and periodi-
cally transmit a cache updated message to the at least one
multimedia multicast or broadcast service management
entity, indicating the identity of each user equipment receiv-
ing the data in the local cache and the location data and
broadband network connectivity data pertaining to each user
equipment.

Yet another example embodiment provides that the PS UE
periodically receive one or more updated multimedia multi-
cast or broadcast service message over the first wireless com-
munication channel, or in response to a user input requesting
the updated multimedia multicast or broadcast service mes-
sage.

Some example embodiments also provide that the PS UE
receive instructions to delete some or all of the data in the
local cache from a multimedia multicast or broadcast service
management entity. Yet another example embodiment of the
present invention provides that the PS UE periodically run a
cache consistency check on the local cache to determine the
time-to-live of the data stored in the local cache and display
the age ofthe data stored in the local cache on a display screen
and in response to determining a predetermined time-to-live
requesting an updated multimedia multicast or broadcast ser-
vice message.

In one embodiment, a PS UE may request the system to
identify a local cache from which it may receive current
MBMS data. The UE may transmit a cache request message
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to an entity, such as the MBMS management entity. The cache
location request message may contain the location coordi-
nates from a GPS device in the UE, or the location may be
determined from other parameters associated with the UE,
such as a cell/sector identifier, or the location may be deter-
mined by triangulation by cell cites such as the eNode Bs of
an LTE system, or the relative location may be determined
based on neighbor reports of the user equipment, which in
turn, could be populated by scanning, for example. The
MBMS management entity may receive the request from the
UE, and, using whatever form of location information is
available, may query its databases to identify any cache enti-
ties that may be in the vicinity of the requesting UE. The
management entity may then respond by transmitting a cache
identification message addressed to the requesting UE. The
cache identification message may include a cache identifier of
the closest local cache for the UE. The cache identification
message may also include connection details regarding the
alternative networks by which the local cache entity is reach-
able. This may include a WiFi SSID and security parameters,
such as a security protocol type and network password, or
other such parameters as appropriate for the alternative net-
work type.

Yet another example embodiment provides that the pri-
mary network is to be selected from the group consisting of:
aland mobile radio system, a first responders network author-
ity nationwide network, a global system for wireless commu-
nication network, an enhanced data rates for global system for
wireless communication network, a universal terrestrial radio
access network and an evolved universal terrestrial radio
access network as defined by a long term evolution (LTE), a
LTE-advanced and/or LTE beyond specification or a mobile
satellite services (MSS) ancillary terrestrial component
(ATC) network.

In addition, some example embodiments also provide that
the one or more alternative networks are selected from the
group consisting of a WiFi local area network, a peer-to-peer
ad hoc network, a worldwide interoperability for microwave
access network, an evolution-data optimized network, evolu-
tion-data only network, a Zigbee personal area network, a
Bluetooth personal area network, a land mobile radio system,
a first responders network authority nationwide network, a
global system for wireless communication network, an
enhanced data rates for global system for wireless communi-
cation network, a universal terrestrial radio access network
and an evolved universal terrestrial radio access network as
defined by a long term evolution (LTE), a LTE-advanced
and/or LTE beyond specification or a mobile satellite services
(MSS) ancillary terrestrial component (ATC) network,

Referring low to FIG. 6, a logical flow diagram 500 is
shown that illustrates and describes a public safety multime-
dia broadcast multicast services entity (PS MBMS ME) in
accordance with example embodiments. As shown in FIG. 6,
PS MBMS ME creates at least one public safety alert or
operational data upon a request from a public safety operator
(510). Then, PS MBMS ME packages the public safety alert
or operational data in a multimedia broadcast or multicast
message (520). Next, PS MBMS ME receives identification
information such as a group identification or a multicast or
broadcast address for a plurality of public safety user equip-
ment in a first wireless communication network (530). There-
after, PS MBMS ME broadcasts or multicasts a multimedia
broadcast or multicast message to the plurality of public
safety user equipment over the first wireless communication
network (540) and periodically receives updated multimedia
data pertaining to the public safety alert or operational data
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and mines that data to determine if the multimedia broadcast
or multicast message requires updating (550).

In some example embodiments, PS MBMS ME receives
user equipment location data and broadband connectivity
data over the first wireless network, transmits to the user
equipment a local cache identifier designating each user
equipment an intermediate cache destination, a peer cache
designation or an end point cache designation, compiles or
creates a trusted cache list containing a list of all intermediate
cache designated user equipment and all peer cache designa-
tion user equipment and periodically either broadcasts or
multicasts or unicasts the trusted cache list to the plurality of
public safety user equipment, wherein an intermediate cache
designation or peer cache designation requires that the user
equipment respond to a public safety alert or operation data
request from a user equipment over an alternative network
and transmit relevant data stored in its respective intermediate
cache or peer cache. In one embodiment, the PS MBMS ME
may also transmit the trusted cache list on-demand at receiv-
ing a request from a user equipment.

In some example embodiments, a public safety multimedia
broadcast multicast services management entity determines
the closest trusted peer cache, or a trusted intermediate cache
among the user equipment on an alternative broadband net-
work.

Inyet another example embodiment, the public safety alert
comprises multimedia data selected from a group consisting
of: (i) achild abduction emergency alert, (ii) a child is missing
alert message, (iii) an America’s missing broadcasting emer-
gency response message and (iv) a silver alert message.

In yet another example embodiment, the operational data
comprises multimedia data pertaining to a be-on-the-lookout
message.

Inyet another example embodiment, the updated multime-
dia data pertaining to the public safety alert or one or more
operational data are received from one or more public or
private databases comprising image or textual data or other
multimedia data selected from the group consisting of: (i) a
plurality of public databases, including one or more police
arrest records, one or more parking summonses, one or more
vehicle tow records, one or more highway and street surveil-
lance videos, one or more 911 and 311 call transcripts, and
one or moretoll booth and EZPass transaction records and (ii)
aplurality of private databases, including one or more parking
lot surveillance videos, one or more apartment complex sur-
veillance records, one or more vehicle tow records, one or
more automatic teller surveillance videos, a first private
records repository, and a second private records repository.

In some example embodiments, an updated multimedia
data alert message is generated, and further comprises ana-
lyzing and correlating one or more videos in the one or more
public or private databases with image data in the multimedia
data alert message and analyzing and correlating one or more
textual documents in the one or more public or private data-
bases with text data in the multimedia data alert message. As
an example, an updated arrest record in county A with arrest
of'person-of-interest, John Doe can result in cancellation of a
BOLO alert for John Doe in county B.

In yet another example embodiment, the alternative net-
work is a wifl local area network, a peer-to-peer ad hoc
network, a mesh network, worldwide interoperability for
microwave access network, an evolution-data optimized net-
work, evolution-data only network, a Zigbee personal area
network, a Bluetooth personal area network, a land mobile
radio system, a first responders network authority nationwide
network as defined by a First Responders Network Authority
and a National Telecommunications and information Admin-
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istration, a global system for wireless communication net-
work, an enhanced data rates for global system for wireless
communication network, a universal terrestrial radio access
network, or an evolved universal terrestrial radio access net-
work as defined by a long term evolution (LTE), a LTE-
advanced and/or LTE beyond specification or a mobile satel-
lite services (MSS) ancillary terrestrial component (ATC)
network.

In one embodiment, the method comprises: establishing a
first wireless communication channel over a primary network
to at least one multimedia multicast or broadcast service
management entity and establishing one or more alternative
wireless communication channels over one or more alterna-
tive networks; receiving at least one multimedia multicast or
broadcast service message over the first wireless communi-
cation channel; extracting data contained in the multimedia
multicast or broadcast service message and storing the data in
alocal cache; receiving a cache request from one or more user
equipment over the one or more alternative wireless commu-
nication channels; and transmitting the stored data to the one
or more user equipment. The method may further comprise:
transmitting a cache received acknowledgment message to
the multimedia multicast or broadcast service management
entity. In further embodiments, the method may include peri-
odically transmitting a location data and a broadband network
connectivity data to the at least one multimedia multicast or
broadcast service management entity, and receiving a cache
designation message assigning the local cache as an interme-
diate cache or a peer cache, or end point cache; and periodi-
cally transmitting a cache updated message to the at least one
multimedia multicast or broadcast service management entity
indicating an identity of each user equipment receiving the
data in the local cache and the location data and broadband
network connectivity data pertaining to each user equipment.
Still further embodiments may further comprise: receiving
one or more updated multimedia multicast or broadcast ser-
vice message over the first wireless communication channel,
wherein the updated multimedia multicast or broadcast ser-
vice messages are received periodically and/or in response to
a user input requesting the updated multimedia multicast or
broadcast service message. The method may further com-
prise: receiving instructions to delete some or all of the data in
the local cache from a multimedia multicast or broadcast
service management entity, and/or periodically running a
cache consistency check on the local cache to determine a
time-to-live of the data stored in the local cache; and display-
ing the age of the data stored in the local cache on a display
screen; and in response to determining a predetermined time-
to-live requesting an updated multimedia multicast or broad-
cast service message.

The primary network is selected from the group consisting
of a land mobile radio system, a first responders network
authority nationwide network, a global system for wireless
communication network, an enhanced data rates for global
system for wireless communication network, a universal ter-
restrial radio access network and an evolved universal terres-
trial radio access network as defined by a long term evolution
(LTE), a LTE-advanced and/or LIE beyond specification, and
the one or more alternative networks are from the group
consisting of a wifi local area network, a worldwide interop-
erability for microwave access network, an evolution-data
optimized network, evolution-data only network, a Zigbee
personal area network, a Bluetooth personal area network, a
land mobile radio system, a first responders network authority
nationwide network, a global system for wireless communi-
cation network, an enhanced data rates for global system for
wireless communication network, a universal terrestrial radio
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access network and an evolved universal terrestrial radio
access network as defined by a long term evolution (LTE), a
LTE-advanced and/or LTE-beyond specification or a mobile
satellite services (MSS) ancillary terrestrial component
(ATC) network.

Some embodiments in the form of an apparatus may com-
prise: at least one processor; and at least one tangible memory
device having stored thereon computer instructions that when
executed, cause the apparatus to: establish a first wireless
communication channel over a primary network to at least
one multimedia multicast or broadcast service management
entity and establish one or more alternative wireless commu-
nication channels with one or more access points over one or
more alternative networks or as a peer in a peer-to-peer alter-
native ad hoc network; receive at least one multimedia mul-
ticast or broadcast service message over the first wireless
communication channel; extract data contained in the multi-
media multicast or broadcast service message and storing the
data in a local cache; receive a cache request from the one or
more user equipment one or more alternative wireless com-
munication channels; and transmit the stored data to the one
or more user equipment. The processor may also cause the
apparatus to further transmit a cache received acknowledg-
ment message to the multimedia multicast or broadcast ser-
vice management entity. In further embodiments, the proces-
sor may periodically transmit a location data and a broadband
network connectivity data to the at least one multimedia mul-
ticast or broadcast service management entity; receive a
cache designation message assigning the local cache as an
intermediate cache or a peer cache, or end point cache; and
periodically transmit a cache updated message to the at least
one multimedia multicast or broadcast service management
entity indicating an identity of each user equipment receiving
the data in the local cache and the location data and broadband
network connectivity data pertaining to each user equipment.
In addition, the processor may receive one or more updated
multimedia multicast or broadcast service message over the
first wireless communication channel, and may also receive
instructions to delete some or all of the data in the local cache
from a multimedia multicast or broadcast service manage-
ment entity. Further embodiments include periodically run-
ning a cache consistency check on the local cache to deter-
mine a time-to-live of the data stored in the local cache; and
display the age of the data stored in the local cache on a
display screen; and in response to determining a predeter-
mined time-to-live, request an updated multimedia multicast
or broadcast service message.

Still further embodiments include a program storage
device readable by a machine, tangibly embodying a program
of instructions executable by the machine for causing perfor-
mance of operations, said operations comprising: establish-
ing a first wireless communication channel over a primary
network to at least one multimedia multicast or broadcast
service management entity and establishing one or more
alternative wireless communication channels with alternative
networks. In one example embodiment, the public safety user
equipment establishes one or more alternative wireless com-
munication channels with one or more access points over one
or more alternative networks. In one example embodiment
the access point is proximately located to one or more public
safety user equipment not connected to the first wireless
communication channel. In another alternative embodiment,
the public safety user equipment establishes a peer-to-peer
alternative ad hoc network or a personal area network; receiv-
ing at least one multimedia multicast or broadcast service
message over the first wireless communication channel;
extracting data contained in the multimedia multicast or
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broadcast service message and storing the data in a local
cache; receiving a cache request from the one or more user
equipment over one or more alternative wireless communi-
cation channels; and transmitting the stored data to the one or
more user equipment. Further aspects of the instruction may
include transmitting a cache received acknowledgment mes-
sage to the multimedia multicast or broadcast service man-
agement entity. A further aspect may include periodically
transmitting a location data and a broadband network con-
nectivity data to the at least one multimedia multicast or
broadcast service management entity; receiving a cache des-
ignation message assigning the local cache as an intermediate
cache or a peer cache, or end point cache; and periodically
transmitting a cache updated message to the at least one
multimedia multicast or broadcast service management entity
indicating an identity of each user equipment receiving the
data in the local cache and the location data and broadband
network connectivity data pertaining to each user equipment.
Further stored instructions may include receiving one or more
updated multimedia multicast or broadcast service message
over the first wireless communication channel and/or receiv-
ing instructions to delete some or all of the data in the local
cache from a multimedia multicast or broadcast service man-
agement entity, and/or periodically running a cache consis-
tency check on the local cache to determine a time-to-live of
the data stored in the local cache, and displaying the age of the
data stored in the local cache on a display screen, and in
response to determining a predetermined time-to-live
requesting an updated multimedia multicast or broadcast ser-
vice message.

An additional embedment is a method comprising: creat-
ing at least one public safety alert or operational data upon a
request from a public safety operator; packaging the public
safety alert or operational data in a multimedia broadcast or
multicast message; receiving identification information of a
plurality of public safety user equipment in a first wireless
communication network; broadcasting or multicasting a mul-
timedia broadcast or multicast message to the plurality of
public safety user equipment over the first wireless commu-
nication network; and periodically receiving updated multi-
media data pertaining to the public safety alert or operational
data and mining that data to determine if the multimedia
broadcast or multicast message requires updating. The
method may also comprise: receiving user equipment loca-
tion data and broadband connectivity data at over the first
wireless network; transmitting to the user equipment a local
cache identifier designating each user equipment an interme-
diate cache destination, a peer cache designation or an end
point cache designation; compiling a trusted cache list con-
taining a list of all intermediate cache designated user equip-
ment and all peer cache designation user equipment and peri-
odically broadcasting the trusted cache list to the plurality of
public safety user equipment, wherein an intermediate cache
designation or peer cache designation requires that the user
equipment respond to a public safety alert or operation data
request from a user equipment over an alternative network
and transmit relevant data stored its respective intermediate
cache or peer cache. A public safety multimedia broadcast
multicast services management entity may also determine a
closest trusted peer cache or a trusted intermediate cache
among the user equipment on an alternative broadband net-
work.

In further embodiments, an updated multimedia data alert
message may be generated by analyzing and correlating one
or more videos in the one or more public or private databases
with image data in the multimedia data alert message; and
analyzing and correlating one or more textual documents in
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the one or more public or private databases with text data in
the multimedia data alert message. The update to the alert
message could either be addition of data (such as an image of
the suspect’s companion as seen in the surveillance video of
aparking lot), deletion of data (such as removal of the vehicle
information from the alert if the vehicle is located, say, aban-
doned in a parking lot) or modification of data (such as an
image of the suspect & the companion seen driving a new car
through a toll plaza) to the alert message. The data mining and
the correlation function may reside in the PS MBMS ME in
some embodiments or outside of the PS MBMS ME with the
PS MBMS ME having access to the analyses and correlation
results in other embodiments.

A further embodiment in the form of an apparatus com-
prises: at least one processor; and at least one tangible
memory device having stored thereon computer instructions
that when executed, cause the apparatus to: create at least one
public safety alert or operational data upon a request from a
public safety operator; package the public safety alert or
operational data in a multimedia broadcast or multicast mes-
sage; receive identification information of a plurality of pub-
lic safety user equipment in a first wireless communication
network; broadcast or multicast a multimedia broadcast or
multicast message to the plurality of public safety user equip-
ment over the first wireless communication network; and
periodically receive updated multimedia data pertaining to
the public safety alert or operational data and mine that data to
determine if the multimedia broadcast or multicast message
requires updating. The apparatus may also receive user equip-
ment location data and broadband connectivity data over the
first wireless network; transmit to the user equipment a local
cache identifier designating each user equipment an interme-
diate cache destination, a peer cache designation or an end
point cache designation; compile a trusted cache list contain-
ing a list of all intermediate cache designated user equipment
and all peer cache designation user equipment and periodi-
cally broadcast the trusted cache list to the plurality of public
safety user equipment, wherein an intermediate cache desig-
nation or peer cache designation requires that the user equip-
ment respond to a public safety alert or operation data request
from a user equipment over an alternative network and trans-
mit relevant data stored its respective intermediate cache or
peer cache. The apparatus determine a closest trusted peer
cache or a trusted intermediate cache among the user equip-
ment on an alternative broadband network.

In the foregoing specification, specific embodiments have
been described. However, one of ordinary skill in the art
appreciates that various modifications and changes can be
made without departing from the scope of the invention as set
forth in the claims below. Accordingly, the specification and
figures are to be regarded in an illustrative rather than a
restrictive sense, and all such modifications are intended to be
included within the scope of present teachings.

The benefits, advantages, solutions to problems, and any
element(s) that may cause any benefit, advantage, or solution
to occur or become more pronounced are not to be construed
as a critical, required, or essential features or elements of any
or all the claims. The invention is defined solely by the
appended claims including any amendments made during the
pendency of this application and all equivalents of those
claims as issued.

Moreover in this document, relational terms such as first
and second, top and bottom, and the like may be used solely
to distinguish one entity or action from another entity or
action without necessarily requiring or implying any actual
such relationship or order between such entities or actions.
The terms “comprises,” “comprising,” “has”, “having,”
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“includes”, “including,” “contains”, “containing” or any
other variation thereof, are intended to cover a non-exclusive
inclusion, such that a process, method, article, or apparatus
that comprises, has, includes, contains a list of elements does
not include only those elements but may include other ele-
ments not expressly listed or inherent to such process,
method, article, or apparatus. An element proceeded by
“comprises . . . 2”7, “has . .. a”, “includes . . . a”, “con-
tains . . . a” does not, without more constraints, preclude the
existence of additional identical elements in the process,
method, article, or apparatus that comprises, has, includes,
contains the element. The terms “a” and “an” are defined as
one or more unless explicitly stated otherwise herein. The
terms “substantially”, “essentially”, “approximately”,
“about” or any other version thereof, are defined as being
close to as understood by one of ordinary skill in the art, and
in one non-limiting embodiment the term is defined to be
within 10%, in another embodiment within 5%, in another
embodiment within 1% and in another embodiment within
0.5%. The term “coupled” as used herein is defined as con-
nected, although not necessarily directly and not necessarily
mechanically. A device or structure that is “configured” in a
certain way is configured in at least that way, but may also be
configured in ways that are not listed.

It will be appreciated that some embodiments may be com-
prised of one or more generic or specialized processors (or
“processing devices”) such as microprocessors, digital signal
processors, customized processors and field programmable
gate arrays (FPGAs) and unique stored program instructions
(including both software and firmware) that control the one or
more processors to implement, in conjunction with certain
non-processor circuits, some, most, or all of the functions of
the method and/or apparatus described herein. Alternatively,
some or all functions could be implemented by a state
machine that has no stored program instructions, or in one or
more application specific integrated circuits (ASICs), in
which each function or some combinations of certain of the
functions are implemented as custom logic. Of course, a
combination of the two approaches could be used.

Moreover, an embodiment can be implemented as a com-
puter-readable storage medium having computer readable
code stored thereon for programming a computer (e.g., com-
prising a processor) to perform a method as described and
claimed herein. Examples of such computer-readable storage
mediums include, but are not limited to, a hard disk, a CD-
ROM, an optical storage device, a magnetic storage device, a
ROM (Read Only Memory), a PROM (Programmable Read
Only Memory), an EPROM (Erasable Programmable Read
Only Memory), an EEPROM (Electrically Erasable Pro-
grammable Read Only Memory) and a Flash memory. Fur-
ther, it is expected that one of ordinary skill, notwithstanding
possibly significant effort and many design choices motivated
by, for example, available time, current technology, and eco-
nomic considerations, when guided by the concepts and prin-
ciples disclosed herein will be readily capable of generating
such software instructions and programs and ICs with mini-
mal experimentation.

The Abstract of the Disclosure is provided to allow the
reader to quickly ascertain the nature of the technical disclo-
sure. It is submitted with the understanding that it will not be
used to interpret or limit the scope or meaning of the claims.
In addition, in the foregoing Detailed Description, it can be
seen that various features are grouped together in various
embodiments for the purpose of streamlining the disclosure.
This method of disclosure is not to be interpreted as reflecting
an intention that the claimed embodiments require more fea-
tures than are expressly recited in each claim. Rather, as the
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following claims reflect, inventive subject matter lies in less
than all features of a single disclosed embodiment. Thus the
following claims are hereby incorporated into the Detailed
Description, with each claim standing on its own as a sepa-
rately claimed subject matter.

What is claimed is:

1. A method comprising:

creating at least one public safety alert or operational data

in response to a request from a public safety operator;
packaging the at least one public safety alert or operational
data in a multimedia broadcast or multicast message;
receiving identification information of a plurality of public
safety user equipment in a first wireless communication
network;
receiving user equipment location data and broadband con-
nectivity data over the first wireless network;

transmitting to the plurality of public safety user equip-
ment a local cache identifier designating each of the
plurality of public safety user equipment an intermediate
cache designation, a peer cache designation or an end
point cache designation;

compiling a trusted cache list containing a list of all inter-

mediate cache designated public safety user equipment
and all peer cache designated public safety user equip-
ment and periodically broadcasting the trusted cache list
to the plurality of public safety user equipment, wherein
an intermediate cache designation or peer cache desig-
nation requires that the designated public safety user
equipment respond to a public safety alert or operation
data request from one of the plurality of public safety
user equipment over an alternative network and transmit
relevant data stored in the designated public safety user
equipment’s respective intermediate cache or peer
cache;

broadcasting or multicasting the multimedia broadcast or

multicast message to the plurality of public safety user
equipment over the first wireless communication net-
work; and

periodically receiving updated multimedia data pertaining

to the at least one public safety alert or operational data
and mining the updated multimedia data to determine if
the multimedia broadcast or multicast message requires
updating.

2. The method of claim 1, wherein a public safety multi-
media broadcast multicast services management entity deter-
mines a closest trusted peer cache or a trusted intermediate
cache among the user equipment on an alternative broadband
network.

3. The method of claim 1, wherein the at least one public
safety alert comprises multimedia data selected from a group
consisting of:

a child abduction emergency alert;

a child is missing alert message;

an America’s missing broadcasting emergency response

message; and

a silver alert message wherein the operational data com-

prises multimedia data pertaining to a be-on-the-lookout
message.

4. The method of claim 1, wherein the updated multimedia
data pertaining to the at least one public safety alert or opera-
tional data are received from one or more public databases
comprise image or textual data selected from the group con-
sisting of:

aplurality of public databases including one or more police

arrest records, one or more parking summons, one or
more vehicle tow records, one or more highway and
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street surveillance videos, one or more 911 and 311 call
transcripts, and one or more toll booth and EZPass trans-
action records; and

aplurality of private databases including one or more park-

ing lot surveillance videos, one or more apartment com-
plex surveillance records, one or more vehicle tow
records, one or more automatic teller surveillance vid-
eos, a first private records repository, and a second pri-
vate records repository.

5. The method of claim 1, further comprising:

determining that the multimedia broadcast or multicast

message requires updating; and

in response to determining that the multimedia broadcast

or multicast message requires updating, generating an
updated multimedia data alert message.

6. The method of claim 5, wherein determining that the
multimedia broadcast or multicast message requires updating
comprises:

analyzing and correlating one or more videos in the one or

more public or private databases with image data in the
multimedia data alert message; or

analyzing and correlating one or more textual documents

in the one or more public or private databases with text
data in the multimedia data alert message.

7. The method of claim 1, further comprising:

receiving a cache location request message from a user

equipment; and,

transmitting a cache identification message to the user

equipment, the cache identification message including
an alternative network identifier and a cache identifier.

8. An apparatus, comprising:

at least one processor; and at least one tangible memory

device having stored thereon computer instructions that

when executed by the processor, cause the apparatus to:

create at least one public safety alert or operational data
in response to a request from a public safety operator;

package the at least one public safety alert or operational
data in a multimedia broadcast or multicast message;

receive identification information of a plurality of public
safety user equipment in a first wireless communica-
tion network;

receive user equipment location data and broadband
connectivity data over the first wireless network;

transmit to the plurality of public safety user equipment
alocal cache identifier designating each of'the plural-
ity of public safety user equipment an intermediate
cache designation, a peer cache designation or an end
point cache designation;

compile a trusted cache list containing a list of all inter-
mediate cache designated public safety user equip-
ment and all peer cache designated public safety user
equipment and periodically broadcast the trusted
cache list to the plurality of public safety user equip-
ment, an intermediate cache designation or peer cache
designation requires that the designated public safety
user equipment respond to a public safety alert or
operation data request from one of the plurality of
public safety user equipment over an alternative net-
work and transmit relevant data stored in the desig-
nated public safety user equipment’s respective inter-
mediate cache or peer cache;

broadcast or multicast the multimedia broadcast or mul-
ticast message to the plurality of public safety user
equipment over the first wireless communication net-
work; and
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periodically receive updated multimedia data pertaining
to the at least one public safety alert or operational
data and mining the updated multimedia data to deter-
mine if the multimedia broadcast or multicast mes-
sage requires updating.

9. The apparatus of claim 8, further comprising a public
safety multimedia broadcast multicast services management
entity that is configured to determine a closest trusted peer
cache or a trusted intermediate cache among the user equip-
ment on an alternative broadband network.

10. The apparatus of claim 8, wherein the at least one
public safety alert comprises multimedia data selected from a
group consisting of:

a child abduction emergency alert;

a child is missing alert message;

an America’s missing broadcasting emergency response

message; and

a silver alert message wherein the operational data com-

prises multimedia data pertaining to a be-on-the-lookout
message.

11. The apparatus of claim 8, wherein the updated multi-
media data pertaining to the at least one public safety alert or
operational data are received from one or more public data-
bases comprise image or textual data selected from the group
consisting of:

aplurality of public databases including one or more police

arrest records, one or more parking summons, one or
more vehicle tow records, one or more highway and
street surveillance videos, one or more 911 and 3 ii call
transcripts, and one or more toll booth and EZPass trans-
action records; and

aplurality of private databases including one or more park-

ing lot surveillance videos, one or more apartment com-
plex surveillance records, one or more vehicle tow
records, one or more automatic teller surveillance vid-
eos, a first private records repository, and a second pri-
vate records repository.

12. The apparatus of claim 8, wherein the at least one
processor, and at least one tangible memory storing computer
instructions that when executed, cause the apparatus to fur-
ther:

determine that the multimedia broadcast or multicast mes-

sage requires updating; and

in response to determining that the multimedia broadcast

or multicast message requires updating, generate an
updated multimedia data alert message.

13. The apparatus of claim 12, wherein the at least one
processor, and at least one tangible memory storing computer
instructions that when executed; cause the apparatus to deter-
mine that the multimedia broadcast or multicast message
requires updating by:

analyzing and correlating one or more videos in the one or

more public or private databases with image data in the
multimedia data alert message; or

analyzing and correlating one or more textual documents

in the one or more public or private databases with text
data in the multimedia data alert message.

14. The apparatus of claim 8, wherein the at least one
processor, and at least one tangible memory storing computer
instructions that when executed, cause the apparatus to:

receive a cache location request message from a user

equipment; and,

transmit a cache identification message to the user equip-

ment, the cache identification message including an
alternative network identifier and a cache identifier.
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